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Summary 

IssueNet web services and web applications require IIS 5.0 or better as well as the .NET Framework 2.0 be installed. The 
web server must allow ASP.NET v2.0 server extensions. The web services and web applications must also be configured to 
have access to the variety of resources required. The ability to access a resource from an ASP.NET web service is governed 
by the authentication and identity tag found in the web.config for the web service. Any web service session will be created 
within the security context specified with the authentication and identity tags. If you experience any problems accessing 
or working with web services, the most likely problem is the user name used for the identity tag lacks permissions to access 
all the resources required by the specific web service. 

A web service is also governed by several IIS web site properties that must be correct for the web service to run correctly. 
The IssueNet platform installer will attempt to update these values but may not be able to based on specific configurations. If 
the installer can not update these values, they are inherited during installation from the root web site settings which the 
web service is installed under. 

The IssueNet solution platform installer will install the .NET 2.0 Framework if it is not already installed and will prompt for 
the appropriate credentials and will update the web.config at the end of installation. 

Security tools such as IIS Lockdown can prohibit an IssueNet web service or web application from running by design and is 
the must common problem in getting IssueNet web components to operate. A careful examination of IIS configuration 
settings and proper authentication credentials are key to the successful administration of IssueNet web sites. 

 
Web Site Settings 
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A typical IssueNet web service and web application site will be configured to allow anonymous access using the 
ASPNET account created by the .NET Framework installation. The ASPNET account security privileges are limited by design 
and can be further limited by a variety of operations such as lock down tools. The web site ASP.NET Version will also be set 
to .NET Framework 2.0 or better. To update these settings, open Internet Information Services through the 
Computer Management and select the web service site to configure. Select the Actions | Properties menu option to open 
the web site Properties dialog. 

ASP.NET Version 
Select the ASP.NET tab and set the ASP.NET Version to .NET Framework 2.0 or better. 

Directory Security 
Select the Directory Security tab and click the Edit... button in the Anonymous access and authentication group. These 
settings will determine the security context of how IIS resolves asmx and aspx files and whether they can be executed by the 
web server. If you recieve an Access Denied 404 error when browsing to a specific asmx or aspx file under the web site you 
are configuring, the user account used for security context does not have sufficient privileges to execute asxm or aspx files. 

If the Anonymous access option is selected, the account specified in the User name field controls the security context 
under which web pages are offered. This means the user account must be able to offer pages with an asmx extension for 
web services and aspx extension for web applications such as IssueNet Relay. 

If the Anonymous access option is not selected, then Integrated Windows authentication should be selected. The user 
account accessing the site will be used to resolve security privilege requirements. 

 
Using the Web Configuration Utility 

The IssueNet Web Configuration utility application is provided to examine and update the web.config identity settings as well 
as to enable logging for more detailed troubleshooting. The web utility can be found in the Elsinore Program Group on 
the machine the web services were installed on. Once you launch the web utility you may select any web service installed on 
that machine and update the identity and logging settings. 

The web.config identity tag can be specified as either clear or encrypted text. The encrypted text is actually a reference to 
a location in the registry where the actual encrypted user name and password are stored. If you use encrypted text, make 
sure the registry location HKEY_LOCAL_MACHINE\SOFTWARE\Elsinore\IssueNet is accessible by the web service. 

The web service installer will have created the logging directory as a sub folder under the web service folder and provided 
write permissions to that folder. If you enable logging but do not see any log output, open the web service sites logging 
folder using Internet Information Services and make sure write permissions are enabled. 

 
Trouble Shooting 
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If you continue to have problems with gaining access to a web service you may try these simple steps to isolate the problem. 

Attempt to enumerate the web service interface through a web browser 
Open Internet Explorer and type in the URL of the web service you are attempting to communicate with. If you see the 
web service interfaces enumerated as a list of methods, that indicates the ASP.NET account and version are specified 
correctly on the web service properties section. If it fails, review the Web Site Settings section. 

Specify a local administrator for the identity settings 
Using the Web Configuration Utility, use a local administrator for the identity settings using the clear text option. Make sure 
the password in the web.config matches what you think you have entered. The local administrator typically has 
sufficient privileges to run the web service. If the web service starts to work, review the difference in permissions between 
the local administrator and the account you wish to use with your system administrator. 

Specify a local administrator for the web site Directory Security anonymous access account 
The web site may also have security context controlled through the anonymous access account specified in IIS. 

●     Open Internet Information Services through the Computer Management Console. 
●     Select the web site to configure. 
●     Select the Actions | Properties menu option. 
●     Select the Directory Security tab. 
●     Click the Edit... button under the Anonymous access and authentication control section. 
●     Enter the local administrator user account and password to use for authentication. 

If the web service starts to work, review the difference in permissions between the local administrator and the account you wish 
to use with your system administrator. 

Enable Logging 
Using the Web Configuration Utility, enable logging for the web service in question. Look in the web services log directory 
for output to see detailed output. 
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